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Privacy Policy

Introduction

GBA is committed to recollecting, protecting, preserving, and sharing public and private information to
maintain a high privacy standard. This policy defines the structure for controlling and maintaining a
safe context for personal or general information used in daily activities or projects.

Scope

This policy applies to private and public information gathered/used/referenced in any project or daily
administrative activities.

Definitions
‘Consent’ means permitting something to happen.

‘Content’ means any content, writing, images, audiovisual content or other information published on
any communication channel.

‘Employee’ means all permanent employees - full-time, part-time, casual, and Management.
‘GBA’ means GBA Consulting Engineers and all associated entities.

‘HR” means Human Resources.

‘Management’ means a supervisor and supervising partner.

‘Personal Information’ means an opinion, including information or an opinion forming part of a
database, whether true or not, and whether recorded in a material form or not, about an individual
whose identity is apparent or can reasonably be ascertained from the information or opinion.

‘Sensitive information’ means a subset of personal information and includes information or an opinion
about racial or ethnic origin, political opinions, religious beliefs or affiliations, philosophical beliefs,
sexual orientation, criminal record, health information, and genetic information.

‘Top Management means the GBA partner.
Responsibilities
Employees

e provide and collect accurate information for the execution of projects or daily activities;
e provide and guarantee that the information collected and provided is managed securely.

HR

Control and maintain the Privacy policy.
Top Management

Guarantee compliance with this policy.
Employees

Content

1. Consent

Consent is not always required when handling personal information. However, in some cases, clients or
employees may need permission to collect, use or disclose information in specific ways, mainly if it is
sensitive information about projects, daily activities, or social media.

GBA ensures that all interested parties are authorised to publish information on social media. Personal
or sensitive information about a particular project will not be posted unless approved by Partners.
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2. Handling Personal Information

GBA collects, uses, and discloses information through communication channels such as emails, letters,
forms, social media, news, the Career Portals, etc. Additionally, GBA occasionally collects and
distributes sensitive information from clients or employees previously approved.

The information GBA handles is protected by different security methods such as antivirus, simulations,
training, policies, and internal communications/suggestions.

GBA has made an enormous effort to ensure that the information collected, used, and shared is valid,
truthful and safe.

2.1 Social Networking Services

GBA uses social networking services such as Facebook, Instagram, Linkedin, YouTube, the GBA Website,
and the Intranet to interact with the public and our staff. When you interact with GBA Consulting
Engineers using these services, we may collect personal information to communicate with you and
interested parties. GBA will only publish previously reviewed content that does not contain
inappropriate content.

3. Protecting Information

GBA will take reasonable steps to ensure that the personal information that we hold about you is kept
confidential and secure, including by: -

e having robust physical security of our premises and database/records;

o taking measures to restrict access to only personnel who need that personal/client information;
e having technological measures such as anti-virus, software, training, and adverts;

e communicating important information through the GBA Intranet Cyber Security page.

3.1 Links to Third-Party Sites

Websites operated by third parties may collect personal information, and GBA makes no
representation or warranties concerning the privacy practices of any third-party provider or website.
Third-party providers/websites are responsible for informing you about their privacy practices, and
GBA encourages everyone to read their policies.

4. Storage of Information

GBA stores, keeps, uses, and maintains data and makes it accessible to employees through M-Files,
ELMO, and Microsoft tools, which provide total capacity to operate the GBA business. GBA will keep a
hard or digital copy of sensitive information. The systems can also store data in cloud storage, which is
accessible online. Storing data on the internet or M-Files ensures the information’s safety, quickly
recovering it if needed and making it accessible remotely.

Applicant profiles received via GBA's ELMO Careers Porta are saved in ELMO for five (5) years from their
last profile change. Applicants can request the permanent deletion of their candidate profile earlier by
requesting HR@gbaengineers.com.au. The HR team or ELMO Company Admins will delete candidate
profiles from the system by lodging an ELMO Help Centre support ticket with the candidate details. The
whole candidate profile will be deleted from ELMO.

5. Updates

GBA performs regular updates to ensure systems and applications are working correctly. Refer to the
Computer Hardware Policy (ID365508).
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